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AI VENDOR DUE DILIGENCE 
TEMPLATE
Purpose: To evaluate the suitability, compliance, and risk posture of AI vendors before engaging them.
Instructions: Complete all sections. Attach supporting documents where necessary. Submit to the AI Oversight Committee for review and approval.
1. Vendor Information
	Field
	Details

	Vendor Name
	

	Contact Person
	

	Role / Service Provided
	

	Vendor Address
	

	Date of Assessment
	

	Submitted by (Staff Name / Department)
	


2. Technical and Operational Assessment
	Assessment Area
	Details / Comments
	Rating (Satisfactory / Needs Improvement / Unsatisfactory)

	AI system functionality
	
	

	System reliability and uptime
	
	

	Scalability and performance
	
	

	Maintenance and update procedures
	
	

	Integration with Bank systems
	
	


3. Security and Data Protection
	Assessment Area
	Details / Comments
	Rating (Satisfactory / Needs Improvement / Unsatisfactory)

	Data storage and processing
	
	

	Encryption standards (in transit & at rest)
	
	

	Access controls and authentication
	
	

	Compliance with Ghana Data Protection Act (Act 843)
	
	

	Security certifications (ISO, SOC, etc.)
	
	


4. Regulatory and Legal Compliance
	Assessment Area
	Details / Comments
	Rating (Satisfactory / Needs Improvement / Unsatisfactory)

	Compliance with Bank of Ghana guidelines
	
	

	Licenses and certifications required for AI operations
	
	

	Intellectual property ownership & licensing
	
	

	Legal liability and indemnity clauses
	
	


5. Ethical and Governance Considerations
	Assessment Area
	Details / Comments
	Rating (Satisfactory / Needs Improvement / Unsatisfactory)

	Transparency of algorithms
	
	

	Bias detection and mitigation measures
	
	

	Explainability of AI outputs
	
	

	Reporting & escalation processes
	
	


6. Financial and Operational Stability
	Assessment Area
	Details / Comments
	Rating (Satisfactory / Needs Improvement / Unsatisfactory)

	Financial health of the vendor
	
	

	Operational history and track record
	
	

	References / client testimonials
	
	


7. Risk Summary
	Identified Risk
	Likelihood (Low / Medium / High)
	Impact (Low / Medium / High)
	Mitigation Measures

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


8. Approval
	Approver
	Role
	Decision (Approved / Rejected)
	Signature
	Date

	Line Manager / Department Head
	
	
	
	

	AI Oversight Committee
	
	
	
	

	IT / Data Protection Officer
	
	
	
	


Instructions for Banks:
· All AI vendors must complete this assessment prior to deployment or contract signing.
· Follow up with periodic reassessment, especially after major updates or if the vendor undergoes significant organisational changes.
· Maintain a central record of all assessments in the Vendor AI Register.
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